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Management summary

The UK faces a pivotal moment in terms of defence strat-
egy. The threat environment has continued to deteriorate 
since the last Strategic Defence and Security Review 
(SDSR) of 2015. State and non-state threats identified in 
that review have developed faster than anticipated, whilst 
technological change continues to rapidly broaden the 
scope of the MoD's responsibilities. The UK faces these 
threats with a new "black hole" in its defence budget, and 
a domestic industrial base that faces unprecedented lev-
els of global competition. The Modernising Defence Pro-
gramme of 2018, one of the longest defence reviews since 
the Second World War, was tasked with navigating a path 
through these challenges.

However, the Modernising Defence Programme has 
publicly done very little to address these issues. Its guid-
ing principles of mobilisation, modernisation and 
transformation are well intentioned, but are hardly sub-
stantiated. The short-term funding injection for 2018-19 
aside, the review has not secured the long-term budget-
ary commitments which the Defence Secretary would 
have been hoping for. Consequently, the upcoming 
Comprehensive Spending Review of 2019 and possible 
SDSR of 2020 will need to make critical decisions about 
the future of UK defence.

We believe that the upcoming reviews can neverthe-
less guide the UK in the right direction if they are execut-
ed appropriately, and our analysis has identified a num-
ber of principles that must guide the review processes. 
Fundamentally, we argue that a new realism and strategic 
clarity must be brought to upcoming budgets, ending the 
practice of highly ambitious efficiency targets that are 
rarely realised. Given the current threat environment and 
the growing importance of new military domains, any 
decision not to increase the defence budget will inevita-
bly require net cuts in capability. This may in turn require 
deeper collaboration and burden sharing with NATO al-
lies, reducing duplication of capabilities to mitigate the 
effects of a more focused UK force. 

The UK must also ensure its industrial 
strategy is balanced and export-led, that 
the productivity of the UK's defence 
industrial base is increased, and that 
further opportunities for efficiency 
savings are pursued in a strategic and 
realistic manner. 
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With the country's focus centred on Brexit, issues of de-
fence and security have understandably moved down the 
government's priority list. Ironically, the country current-
ly confronts some of the most difficult and consequential 
defence challenges of the past three decades. The UK fac-
es an ever broadening and deepening array of threats that 
are undermining prior paradigms – a reassertive Russia; 
cyber-attacks on the West attributed to several foreign 
powers; and an ongoing terrorist threat. It does so with a 
defence budget that is significantly overstretched, poten-
tially by as much as GBP 21 bn over the next ten years. 
Furthermore, it faces these threats in a climate where 
multilateral cooperation is more difficult than ever, given 
ongoing uncertainty over Brexit and its consequences for 
European collaboration, and a growing preference for 
unilateralism from the United States.

It is in this context that the government has recently 
concluded its latest defence review, the Modernising De-
fence Programme (MDP). In summary, the much antici-
pated MDP is light on detail, and has not made signifi-
cant progress towards solving the UK's defence 
challenges. It appears the MoD is instead anticipating the 
most consequential decisions being made as part of the 
forthcoming Comprehensive Spending Review in 2019 
and possibly the 2020 Strategic Defence and Security Re-
view. In any case, the time is soon approaching when the 
government must take the difficult decisions necessary 
to deliver a properly funded plan and a clear strategic di-
rection for the UK. 

This report will reflect on what we have learnt from 
the MDP process, and examine the directions the govern-
ment could take in the coming years. 

1. Introduction 
An array of challenges

The UK remains in a 
precarious position 
with respect to its 
defence, and the 
Modernising Defence 
Programme has done 
little (at least publicly) 
to change this. 
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It is a truism frequently stated by politicians, military 
figures and academics that the security threats current-
ly facing the UK are more severe than at any time since 
the end of the Cold War. The period of geopolitical sta-
bility predicted by some following the drawdowns in 
Iraq and Afghanistan (conveniently envisaged in a cli-
mate of austerity) has not materialised. Furthermore, 
the 2018 National Security Capability Review concluded 
that the threat to the UK has continued to deteriorate 
since the last SDSR in 2015, developing at a faster pace 
than previously anticipated. A number of key themes 
emerge – the resurgence of state-based threats, the dis-
ruptive impact of technology, and the continued danger 
posed by terrorism and extremism.

RESURGENCE OF STATE-BASED THREATS
The last few years have witnessed the re-emergence of per-
sistent and intense interstate competition, for the first 
time since the fall of the Soviet Union. As far as the UK is 
concerned, the most relevant instance of this is the new-
found assertiveness of Russia. Russia has publicly an-
nounced its desire to help shape a "post-West world order" 
and has demonstrated an increasing willingness to violate 
international norms to achieve its interests. Indeed, Gavin 
Williamson has recently described the threat from Russia 
as "far greater than the challenges that were presented as 
an insurgency in terms of Iraq and Afghanistan". This is 
quite a radical departure from SDSR 2010, which spoke of 
the UK not facing "a conventional threat of attack on our 
territory by a hostile power", although SDSR 2015 did 
re-prioritise countering state-based threats.

A rapid increase in defence spending over the last 
decade has significantly bolstered Russia's convention-
al capabilities. However, Russia's military modernisa-
tion programme has been hit by lower energy prices and 
Western sanctions, which resulted in a recession from 
2014 to 2017. Consequently, the Russian defence budget 
has been cut by around 20%, putting a dent in Moscow's 

aspirations to replace its aging equipment with new 
platforms like the Su-57 fighter and Armata tank. All in 
all, despite a series of unconventional moves, it remains 
unlikely that Russia would directly take direct military 
action against a NATO member (a status Ukraine never 
enjoyed), although the UK and its allies must be pre-
pared to respond if challenged.  A

Russia is therefore expected to continue to prioritise 
non-conventional capabilities that can deliver a dispro-
portionate impact relative to their cost. One of these is 
its nuclear arsenal, including the new hypersonic tech-
nologies trumpeted by President Putin in his 2018 State 
of the Nation address. Moreover, Russia is expected to 
continue to engage in cyber espionage and disruption, 
including attempts to manipulate public opinion in 
countries like the UK. Russia's actions in Crimea and 
Sailsbury demonstrate that there are few lines it is un-
willing to cross to advance its goals. 

In a broader sense, the UK also risks being dragged 
into ongoing interstate competition in other regions, 
given the inherent risk of miscalculation and subse-
quent broader conflict. The most notable examples are 
the regional proxy conflict between Saudi Arabia and 
Iran, and North Korea's ongoing illegal nuclear weap-
ons programme. China is a particularly interesting case. 
The UK continues to seek deeper ties with China, albeit 
to a lesser extent than under the Cameron government, 
and despite the ongoing trade and geopolitical tensions 
between China and the United States. The recent Na-
tional Security Capability Review (NSCR) therefore 
speaks of China as an ally rather than a threat.

Nevertheless, as China deepens its influence beyond 
Asia in the coming decades, such as via the Belt and 
Road Initiative, the UK will become increasingly influ-
enced by its policies. Whilst unpublished defence policy 
undoubtedly addresses this, any future re-evaluation of 
the UK's relationship with China will need to be ad-
dressed in the next SDSR.

2. The security environment in 2019
The principal threats faced by the UK

Whither Defence III – Roland Berger Focus    5



ACCELERATING TECHNOLOGICAL DISRUPTION
The ever-accelerating pace of technological advances 
continues to increase the scope and complexity of the 
UK's national defence. In particular, the new domains 
of cyber and space continue to grow in significance, 
straining a budget that already struggles to cover the 
traditional domains. 

The importance of the cyber realm will continue to 
increase as more digital devices are connected (with rel-
atively little built-in security) – and both state and non-
state actors become better equipped in the use of offen-
sive cyber capabilities. Consequently, cybersecurity has 

moved to the top of the agenda for many states and mil-
itaries. Cyber poses a threat particularly for its potential 
to be used asymmetrically – North Korea has proven it-
self to be a worthy adversary of Western powers in the 
cyber domain, despite its much lower levels of defence 
spending. Furthermore, cybercrime has reached un-
precedented levels of scale, with recent ransomware at-
tacks demonstrating the vulnerability of nation states to 
non-state actors. The ever-growing reach of cyber con-
tinues to blur lines between defence and security, in-
creasing the risk of inter-department conflict and capa-
bility gaps that adversaries can exploit. 

A: The explosive growth in the Russian defence budget under Putin has halted – further incentivising invest-
ment in asymmetric capabilities
Russian Military Expenditure and GDP

Source: SIPRI, World Bank, Roland Berger
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UK's Trident deterrent. There is little time to prepare for 
these developments either, with hypersonic systems 
from the likes of Russia and China expected to be in-ser-
vice from the mid-2020s.

This is all to say nothing of the full range of emerg-
ing technologies, including artificial intelligence, au-
tonomous platforms and directed energy weapons. 
These disruptions will require nimbleness that is un-
common in a sphere characterised by lengthy cycles and 
decision-making that moves at a glacial pace.
 
ONGOING TERRORIST THREAT
Meanwhile, the threat to the UK from terrorism remains 
severe. 2017 was the deadliest year for terrorism in the 
UK since 2005 – the attacks at Westminster Bridge, Man-
chester Arena, London Bridge and a mosque in north 
London killed 36 people. Whilst 2018 did not see a ma-
jor incident in the UK, attacks in France, Belgium and 
the Netherlands demonstrated the continued capacity 
of terrorist groups to strike in Europe.

International military intervention in Iraq and Syria, 
to which the UK has heavily contributed, has been suc-
cessful in eliminating ISIS from almost all of the territo-
ry it held at its peak in 2014-15. However, several esti-
mates claim the group may still have up to 30,000 
fighters, and has simply shifted to insurgency tactics 
such as kidnappings and assassinations. With home-
grown terrorists the biggest perpetrators of attacks in 
the UK, ISIS still has the capacity to radicalise and moti-
vate Western citizens so long as it retains sufficient "rel-
evancy". If ISIS-linked attacks continue to dominate 
public discourse, the group’s narrative will be buoyed, 
and it will be difficult for the counter-ISIS coalition to 
portray the group as defeated. ISIS therefore still poses 
a considerable risk to NATO allies, hence the much-pub-
licised controversy over President Trump's decision to 
withdraw troops from Syria. This is notwithstanding the 
continued threat from Al-Qaeda, which is believed to be 

Technological advances are also rapidly amplifying the 
importance of space to military operations. All other 
military domains are becoming increasingly reliant on 
space-based technology for precision, navigation and 
timing (PNT) capabilities. This has created a strong in-
centive for adversaries to develop anti-satellite technol-
ogies to exploit this vulnerability. Russian and Chinese 
weapons are currently expected to reach operational 
capability in the mid-2020s, despite public adherence 
to international agreements on the non-weaponisation 
of space. Full appreciation of the likelihood and sever-
ity of these threats needs to be coupled with plans for 
mitigation against them. The focus must not only be 
on defending satellites, but also on ensuring that ‘life 
goes on’ should they be disabled or destroyed. The UK 
has taken several steps in the right direction – the RAF 
has now assumed command of all military space oper-
ations, with headcount set to increase by 20% over the 
next five years. Challenges remain however, including 
the continued lack of a UK sovereign launch capability 
following the UK's presumed exit from the European 
Space Agency. The most immediate challenge is the 
uncertainty over the UK's continued involvement in 
Galileo, Europe’s Global Navigation Satellite System 
(GNSS). Any future strategy for development of space 
capabilities is highly dependent on this, especially if 
the UK space budget ends up being heavily devoted to 
a sovereign UK system.

A worrying development that has received less media 
attention has been the development of hypersonic mis-
siles. In contrast to traditional ballistic missiles, hyper-
sonic missiles are capable of manoeuvring whilst travel-
ling at speeds up to 5,000 miles per hour. This feature 
enables such missiles to penetrate most existing missile 
defences, and to compress the available timeframe for 
response for a nation under attack. This has the poten-
tial to change traditional models of nuclear deterrence, 
although it would likely increase the relevance of the 
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B: Record arrest levels were reached in 2017, demonstrating the rising intensity of the UK's 
counterterrorism operations
Terrorism-related arrests in the UK [# arrests]

more regionally-focused and less able to influence 
homegrown terrorists than ISIS. 

These ongoing threats led the Intelligence and Secu-
rity Committee to label the scale of the threat to the UK 
as "unprecedented", and the head of MI5 to describe the 
intensity of counter-terrorism operations as the highest 
he had seen in his 34-year career at the agency. MI5 cur-
rently tracks around 3,000 "subjects of interest", includ-
ing a growing share of "high-risk" individuals who have 
received terrorist training or are attempting to procure 
the means to carry out an attack. Whilst the security ser-
vices do not release this data regularly or in a more gran-
ular fashion, the number of terrorism-related arrests 

provides a proxy for the growth in the threat. These hit 
a record high in 2017 at 462, although the number fell 
in 2018. As terrorist groups continue to develop innova-
tive tactics, utilising low-sophistication methods such 
as knives, vehicles or simple drones, the threat to the UK 
will continue to grow.  B

Source: National Counter-Terrorism Police Operations Centre (NCTPOC), Roland Berger
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C: Novel mechanisms were necessary for the MoD to afford the SDSR 2015 Equipment Plan commitments, 
including the use of all its headroom
Funding of the additional SDSR 2015 commitments [GBP bn]

In meeting these threats, the UK must also address two 
key challenges.

AN UNBALANCED BUDGET
The UK defence budget is currently overstretched and 
risks being unable to deliver on the UK's existing commit-
ments. In 2017 the National Audit Office identified a short-
fall of up to GBP 21 bn in the ten-year Equipment Plan, al-
though the MoD has now published its own, lower 
estimate of GBP 15 bn for the current 2018-28 Plan. The 
causes of this are diverse, but the most immediate can be 
traced to the Strategic Defence and Security Review (SDSR) 
of 2015. Whilst this returned the defence budget to real 

terms growth following an era of austerity-driven cuts, it 
simultaneously made a number of significant new capabil-
ity commitments. These included Boeing P-8 maritime 
patrol aircraft, Type 26 Frigates and additional F-35 Joint 
Strike Fighters. Such commitments were only made 
achievable via novel "funding" mechanisms, including ab-
sorption of the Equipment Plan's "headroom" contingency 
and anticipation of unrealistic efficiency savings.  C

Doing so left the MoD without any protection against 
further unanticipated defence inflation, which has since 
materialised. A combination of cost overruns, slow deliv-
ery of efficiency savings and depreciation of sterling has 
left the defence budget significantly overstretched. Whilst 

3. Internal challenges 
Balancing the budget and sovereign capability

1) Includes roll-forward adjustments from 2015 and Core EP efficiency savings; 2) Assumed MoD allocation from the JSF, which is shared with the Intelligence Services and 
Foreign and Commonwealth Office
Source: Ministry of Defence, Roland Berger
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it has so far been politically expedient for the government 
to creatively "squeeze" its capability commitments into the 
existing 2% of GDP spent on defence, this approach is be-
coming less and less tenable. This is even more the case 
now than in 2015, as the sheer scale of required invest-
ment in areas like cyber and space becomes apparent, 
alongside an expansion of traditional missions in response 
to Russian activity. Fundamentally, the UK must increase 
its defence budget or rationalise its capability commit-
ments – indeed any sustainable solution will require a 
combination of the two. This was the crucial challenge 
that it was hoped the MDP would begin to address tangibly. 
 
LACK OF INDUSTRIAL STRATEGY
On top of its budgetary issues, the UK also faces longer 
term challenges around retention of sovereign capabili-
ty. Whereas in decades gone by, a number of domestic 
firms may have competed for MoD proposals, in an in-
creasing number of areas the MoD has preferred to look 
abroad. Whilst this has been most documented in land 
systems, it risks being extended to aircraft. The cancel-
lation of the Nimrod programme has irreparably dam-
aged the UK's ability to build large fixed-wing military 
aircraft. Meanwhile, the future of combat jet production 
remains far from clear, despite the laudable ambition 
shown by the launch of the Tempest programme. Un-
less a new order from Saudi Arabia is secured, UK Ty-
phoon production will likely be sustained for only an-
other five years. In contrast, Italy has created a final 
assembly line for the F-35 Joint Strike Fighter, whilst 
other European programmes have been notably more 
successful in the export market. The forthcoming ramp 
down in UK production will make it more difficult to 
retain the critical skills needed to deliver the Tempest to 
time and budget.  D

The MoD faces a familiar dilemma when attempting 
to steward the domestic defence industry. Purchasing 
and promoting core equipment production domestical-

ly is instinctively attractive. Such a policy in theory re-
tains the capabilities in question, whilst promoting do-
mestic employment and tax contributions. It also 
facilitates further investment in the domestic defence 
industry via export sales of the same equipment to Brit-
ain's allies. However, home-grown equipment pro-
grammes have had a poor recent record of on-budget 
and on-time delivery – headline examples being Astute, 
FRES and Nimrod. The ultimate result has been less 
equipment for the force in question, often of lower qual-
ity, or, in the case of FRES, nothing at all.

The natural alternative is to buy "off-the-shelf" proven 
equipment, usually that developed by the United States. 
Whilst such programmes are not without their issues, on 
average by doing so the UK may better avoid the afore-
mentioned problems. The scale of such US programmes 
tends to generate attractive pricing, whilst procuring at a 
later stage in the development cycle limits delays and un-
certainty. However, this sort of procurement contributes 
to a loss of the associated capability domestically and 
leads to increased reliance on the continued cooperation 
of overseas commercial organisations.

The UK's challenge lies in balancing these lines of ar-
gument, with any compromise unlikely to satisfy every-
one. Nevertheless, it appears the MoD has recently viewed 
itself too much as a "customer" – a consumer of goods 
and services, rather than the prime generator of national 
capability. Whilst white papers have pronounced more 
balanced guiding principles, the overriding behavioural 
emphasis has been on retaining absolute freedom to buy 
from the world market as necessary. There has been 
some improvement in this regard – the recent Combat Air 
Strategy introduces a more comprehensive evaluation 
framework for procurement decisions, with more em-
phasis on longer-term, economic benefits. It was hoped 
the MDP would further develop this theme, clearly for-
mulating the means by which the UK would balance com-
peting short- and long-term priorities. 

10    Roland Berger Focus – Whither Defence III



D: Production of Typhoons in the UK is likely to end by 2023 if a new order from Saudi Arabia is not  
secured – rival European programmes have sufficient orders to sustain production throughout the 2020s
European final assembly of fighter jets [# aircraft]1)

1) Excluding a possible new German order for Typhoons to replace their Tornado fleet, which would extend the life of the German Typhoon Final Assembly Line
Source: TEAL, Defence-Aerospace.com, Roland Berger
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Whilst 2018 was beset with uncertainty over the scope 
and timeframe of the MDP, Gavin Williamson presented 
its second and final "update" in December. The Govern-
ment has confirmed that this publication represents the 
full extent of the formal MDP process, although ele-
ments of the work began under the MDP will continue. 
The report is a relatively short document, most of which 
recounts developments since 2015 and assesses the 
threats the UK faces. Where it does address the UK's fu-
ture direction, it identifies three broad priorities:

→	 "We will mobilise, making more of what we already have 
to ensure our Armed Forces are best placed to protect 
our security …"

→	 "We will modernise, embracing new technologies and as-
suring our competitive edge over our adversaries …"

→	 "We will transform, radically changing the way we do 
business and staying ahead of emerging threats ..."

As legitimate as these priorities are, the report provided 
very little detail on the government's approach to 
achieving them. Whilst the 2018 Equipment Plan publi-
cation mentioned that the MDP was evaluating which 
capabilities to "delay, defer or de-scope", no detail was 
provided in December's report on which programmes 
would be affected. The report did declare that the MoD 
will increase weapon stockpiles and spares by re-priori-
tising current defence programmes, but it did not ex-
plain what re-prioritisation entails. Similarly, whilst EP 
2018 referenced an ongoing review of where domestic 
and off-the-shelf procurement was appropriate, the 
MDP update provided no more clarity. 

The announcements that were made were peripher-
al – for example the creation of a new ring-fenced De-
fence Transformation Fund aimed at innovation, and 
accelerated transformation of the Defence Equipment 

and Support (DE&S) procurement organisation. The 
most consequential development to arise out of the 
MDP was in fact announced several months prior to 
publication – total injections of GBP 1.8 bn (c. 5% on 
top of the current budget) for 2018-19.

Consequently, reaction to the publication has gener-
ally been highly critical. Shadow Defence Secretary Nia 
Griffith described it as "underwhelming", SNP Defence 
spokesman Stewart McDonald described the conclu-
sions as "extremely thin", while former Labour defence 
spokesman Kevan Jones described it as "waffle". It does 
appear that the MDP has merely delayed the required 
hard choices again. Indeed, the MDP makes five refer-
ences to the forthcoming Spending Review, with Gavin 
Williamson adding that it "is going to be very important 
to the Department to make sure that we get the right 
investment going forward". 

Assuming the Spending Review takes up much of 
2019, the next question is whether the Government will 
begin a new SDSR for 2020. The MDP makes no refer-
ence to a future SDSR and the Cabinet Office said in ear-
ly December that no decision has been made on the 
timing of the next one. A 2020 review would however 
align with the pledges made in the 2010 and 2015 ver-
sions – to have them on a five-year cycle. If the UK does 
indeed leave the European Union this year, it would also 
allow the country to formally update its defence policies 
in the light of this change. Regardless of the precise tim-
ing of upcoming reviews, the question arises – what 
must these critically important reviews focus on and 
achieve to be considered a success?

4. Reflections on the Modernising  
Defence Programme 
A review of little substance
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We believe a number of areas must be addressed if the 
upcoming Comprehensive Spending Review (CSR) and 
subsequent Strategic Defence and Security Review 
(SDSR) are to be successful:

SPENDING & CAPABILITIES MUST BE BROUGHT 
IN LINE
The government must end the recent pattern of capa-
bility commitments that are only achievable via highly 
ambitious and uncertain efficiency savings. However 
broad the challenges facing the UK in defence are, they 
can only be properly addressed via transparency and 
realism. Whilst it may be politically difficult in West-
minster to admit so, the UK faces a clear choice – either 
significantly increase defence spending, or tangibly 
rationalise capabilities. 

The extra funding granted in the Autumn Budget to 
the MoD shows that the Treasury does possess a de-
gree of flexibility on the defence budget. At the very 
least, the government should end its practice of cre-
atively meeting the 2% GDP target via inclusion of ad-
jacent spend such as personnel pensions and overseas 
aid. However, the level of increase necessary to deliver 
current capability commitments does not seem viable 
given the fiscal constraints the UK faces, even before 
the possible economic impacts of Brexit are consid-
ered. In particular, the 2018 pledge of real-terms 
spending increases for the NHS over the next five years 
has tied the government's hands. Since the true cost of 
full-spectrum "tier 1" capabilities lies in the range of 
3% of GDP, as proposed in June 2018 by the Commons 
Defence Select Committee, it is clear that some ratio-
nalisation of capabilities is unavoidable.

Potential candidates for such capability cuts are, 
of course, fraught with difficulties. The MoD is now 
deeply committed to both the new Queen Eliza-
beth-class aircraft carriers and the new fleet of Dread-
nought ballistic missile submarines. At the same 

5. Recommendations for upcoming reviews 
Key success criteria

time, any reduction in the order size for the F-35 risks 
seriously damaging the relationship with the Trump 
administration, which increasingly views trans-Atlan-
tic ties in very transactional terms and faces its own 
affordability challenges amidst a ballooning budget 
deficit. Even the more restricted, leaked proposal to 
cut the Albion-class amphibious assault ships was 
faced with a furious response from Conservative 
backbenchers. Nevertheless, these are the sorts of de-
cisions that can no longer be ducked if the UK is to 
develop a sustainable approach to its defence with no 
additional funding.  E
 
ENHANCE BURDEN SHARING & COLLABORATION
Given the deterioration of the security environment, ra-
tionalisation of capabilities clearly risks leaving the UK 
unacceptably vulnerable to certain threats. Indeed, mere 
maintenance of capabilities would also do so, given the 
emergence of new types of threat such as cyber that are 
significantly under-funded and under-addressed. 

The most obvious strategy for mitigating this is via 
more effective burden sharing with NATO allies, and 
relaxing the imperative to be able to duplicate the ca-
pabilities of those allies within the UK force structure. 
The UK could focus on specific capabilities where it 
outperforms allies and adversaries – contributing 
these to a pooled NATO deterrent and contracting with 
other members to share their capabilities when need-
ed. Possible examples of UK focus areas include an-
ti-submarine warfare, maritime strike, airborne ISTAR, 
and airlift, as well as intervention through special op-
erations or amphibious and airborne rapid reaction 
forces. Indeed, letting go of a full spectrum of military 
capabilities to focus on a high level of competency in 
specific areas would arguably increase the UK's useful-
ness to NATO without comprising national defence. 

Even in areas where the UK continues to maintain 
a robust capability, challenges faced by the industrial 
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base may also require closer collaboration between 
the UK and NATO allies. There is a strong argument 
that UK spending is too small and "lumpy" to sustain 
ongoing sovereign capabilities in certain areas. For 
example, the US Navy currently generates sufficient 
demand to support only two main shipbuilding yards 
continuously, despite planning to spend c. USD 200 
bn on shipbuilding over the next decade (compared 
to the UK's c. GBP 20 bn). The UK on the other hand 
lacks the scale to generate such smooth demand, and 
the loss of skills associated with gaps in production 
have been a key contributor to cost overruns when 
new programmes begin. Collaborative multilateral 
programmes help to achieve this minimum scale, de-
spite the extra political complexities created by such 
consortiums. Furthermore, such programmes will 
help to counterbalance the continuing consolidation 
in the US defence industry, and give European na-
tions a better chance of competing with the US in the 
global export market.

Such an approach however cuts right to the core of 
the national debate over the future of the UK follow-
ing the Brexit referendum. The independence of the 
military is closely associated with national sovereign-
ty, and in the minds of many, military interdepen-
dence with European nations would be antithetical to 
the country's separation from Europe. Indeed, such 
an option may not be available if European allies de-
cide to align defence more closely with the European 
Union as opposed to NATO. For example, entry into 
existing European programmes such as the Future 
Combat Air System (FCAS) and Main Combat Ground 
System (MCGS) may be highly unlikely for now amidst 
tighter Franco-German collaboration, illustrating 
one of the many negative side-effects of Brexit. Never-
theless, these opportunities must be explored if the 
UK is to meet the threats it faces with the budget it 
has available. 

E: The Equipment Plan is committed across a broad 
range of programmes 
Key components of the 2018-28 Equipment Plan

Source: Ministry of Defence, Roland Berger

GBP 44.6 bn
Submarines
Dreadnought (strategic); Astute (tactical)

GBP 19.5 bn
Ships
Queen Elizabeth-class aircraft carriers; 
Type 26 frigate; Type 31 frigate

GBP 18.6 bn
Air Support
P-8 Poseidon 

GBP 17.8 bn
Combat Air
F-35 Lightning

GBP 13.8 bn
Weapons

GBP 9.6 bn
Helicopters
Upgrades of Apache and Chinook

GBP 19.2 bn
Other

GBP 18.4 bn
Land Equipment
Ajax armoured fighting vehicle; 
Boxer armoured fighting vehicle; 
Upgrades of Challenger 2 and Warrior

GBP 24.8 bn
Information Systems & Services
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A BALANCED, EXPORT-LED INDUSTRIAL STRATEGY
It is crucial that the MoD develops clearer guiding prin-
ciples around balancing off-the-shelf and domestic 
procurement, allowing domestic manufacturers to 
plan appropriately for the future. This may well require 
separate approaches by domain, with the full range of 
sovereign capabilities being retained in only a subset. 
Furthermore, it is imperative that it adheres to its strat-
egy, and is not tempted into progressively greater de-
grees of off-the-shelf procurement based on purely 
short-term considerations.

Defence industrial strategy must also be defined with 
global demand in mind. Exports help to generate the 
scale necessary to sustain capabilities during gaps be-
tween MoD demand, and it is crucial that exportability is 
built into future defence specifications. Although this 

"international-by-design" principle is already part of MoD 
policy, significant room for improvement remains. 

Firstly, the UK must seek to further diversify its exports, 
reducing its dependence on Middle Eastern and air de-
mand. Whilst the UK has had a poor historic record of 
exporting ships, there are signs of a revival. Sales of the 
Type 26 frigate to Australia and Canada have demonstrat-
ed the export potential for British ships, and there is hope 
the Type 31 can replicate this with a more budget-focused 
set of customers. Secondly, it is critical that the MoD also 
promotes the broader supply chain and services to inter-
national customers, as well as headline platforms. Third-
ly, there must be a continued acceptance in government 
that defence exports represent the culmination of many 
years of corporate marketing effort. It is therefore imper-
ative that economic diplomacy properly embraces de-
fence equipment sales, as a strategic policy tool to win 
the hearts and minds of foreign states.  F

Where the MoD deems it necessary to purchase equip-
ment off-the shelf, necessarily implying non-participa-

F: UK defence exports have been heavily weighted towards the Middle East and air in the last decade
UK and global defence exports by orders/contracts signed, 2008-17 [%]

57%
Middle East

UK exports UK exports

87%
Air

By region By sector

25%
Middle East

Global exports Global exports

63%
Air

Source: Department for International Trade Defence & Security Organisation, SIPRI. Roland Berger
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tion in the highest-level design and integration work, it 
should mitigate the effects of this as much as possible. 
One approach is to negotiate design and manufacture re-
sponsibility for a subset of the platform, as with the F-35 
where the UK is responsible for c. 15% of the content of 
each aircraft. A second is modified off-the-shelf (MOTS) – 
basing the platform on a foreign design and purchasing 
key components from the designer, but insisting that sys-
tem integration and assembly takes place in the UK. A 
successful example of this is the Ajax armoured fighting 
vehicle, which is based on a pan-European design but ul-
timately manufactured by General Dynamics UK.

Maintaining these capabilities will also require ad-
dressing the skills shortages faced by both the MoD and 
the wider defence sector. It is well documented that the 
UK faces a "retirement cliff" in engineering – the average 
age of an engineer is 55, with c. 70% of the workforce eli-
gible for retirement over the next 20 years. Meanwhile, 
there is a continued shortage of students graduating in 
key engineering disciplines – Engineering UK has esti-
mated the annual shortfall at c. 20,000 graduates per year. 
If the UK formally leaves the EU as expected, it will likely 
become even more challenging to attract EU students 
and engineering graduates. All in all, the MoD and indus-
try must ensure that any future industrial strategy is 
aligned with strategic workforce planning programmes. 
This requires careful analysis of demographic trends and 
identification of the skills that will be required over the 
next decade. The wider government must also play its 
part by ensuring that sufficient amounts of young people 
are trained in the relevant disciplines, all the way up the 
educational chain.

PURSUE EFFICIENCIES STRATEGICALLY
This all being said, the UK must also ensure that it prop-
erly exploits remaining opportunities to improve the pro-
ductivity of its armed forces and to do more with its exist-
ing force structure. The MDP identifies several initiatives 

that would build on the recommendations of the 2011 
Levene report, such as ongoing transformation of DE&S. 

Additional opportunities do however remain. One is a 
rebalancing of the Levene recommendation to strength-
en and empower the front-line commands. Implementa-
tion of this has allowed the MoD to address accusations 
of being "top-heavy" – General Sir Nick Carter recently 
announced that the total number of brigadiers and gen-
erals had been reduced by nearly 40% since 2013. Howev-
er, there is a risk that the pendulum has swung too far the 
other way – one crucial implication being that it is harder 
to prioritise spend, removing or deferring projects from 
the Plan accordingly. A slightly stronger centre may there-
fore better contain costs overall. 

The high-profile shortcomings of recent large out-
sourcing contracts also hint at room for improvement on 
procurement governance, with new processes needed to 
make it easier for small and medium enterprises (SMEs) to 
compete. For an organisation the size of the MoD to re-
main efficient in a rapidly changing world, adaptation on 
a constant basis is required. There are lessons that can be 
learnt from the private sector in organisational restructur-
ing, and in introducing flexible and adaptable cultures.

Industry must also play its part in controlling the ris-
ing cost of defence equipment. Whilst a fundamental 
driver of defence inflation has been the pace of techno-
logical change, the pace of innovation in civil aerospace 
and automotive is by no means slow, and in these areas 
inflation has been much lower. There is therefore con-
siderable scope for the defence industry to become 
more efficient, with programme management, produc-
tivity, and supply chain management being examples of 
areas where further efficiencies could be achieved. How-
ever, it is also necessary for industry and government to 
work together closely to identify requirements and de-
velop solutions. Joint Improvement Programmes for ex-
ample, common in civil aerospace, are not utilised often 
enough in defence.
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The UK remains in a precarious position with respect 
to its defence, and the Modernising Defence Pro-
gramme has done little (at least publicly) to change 
this. Clearly much depends on the outcome of the next 
Comprehensive Spending Review, which in turn will be 
much significantly affected by the immediate econom-
ic and political consequences of Brexit.

Fundamentally, the UK needs to clearly define the 
defence role it wishes to play in a post-Brexit world. 
Whilst the central planning assumption of SDSR 2015 
was for the UK military to be "globally deployable", the 
option to be more locally focused rather than globally 
present remains. The rhetoric of the Defence Secretary 
hints at the latter, with the UK remaining a "tier 1" mil-
itary power that will progressively expand its presence 
again "east of Suez". The recently announced deploy-
ment of the HMS Queen Elizabeth to the Pacific fur-
ther echoes this approach. However, being globally 

present comes with a cost that is not factored into the 
current defence budget. Whatever route the UK takes, 
it must be realistic in the context of the future defence 
budget. It is our view that given the fiscal constraints 
the country faces, the UK must start to be more selec-
tive on its capability investments and industrial strate-
gy. This will require intellectually demanding, politi-
cally unpopular decisions, but these can be passed up 
no longer.

The government can do little to affect the seismic 
geopolitical and technological trends affecting the UK, 
and unless it is prepared to commit to significant addi-
tional funding, it will best protect the nation by taking 
on the hard choices that are required. The next SDSR 
represents a chance to provide the strategic direction 
that is badly needed at a time of increasing threat; to 
miss this opportunity would be to risk undermining 
the long-term security of the UK.

The next SDSR represents a chance to provide 
the strategic direction that is badly needed at a 
time of increasing threat; to miss this 
opportunity would be to risk undermining the 
long-term security of the UK. 

6. Conclusion 
An opportunity that must not be passed up
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Navigating Complexity  
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Think:Act Booklet
Flying close to the wind –
Aerospace & Defense Top 
Management Issues Radar 2018 

A&D leaders have trouble focusing in the face 
of industry disruptions. It's been a busy year in 
the aerospace & defense (A&D) industry, with 
several major developments. Most notably, 
consolidation took hold. 
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Flying close to the wind
Aerospace & Defense Top Management Issues Radar 2018

navigating complexity

Roland Berger Focus
On a wing and a prayer? Challenges 
and opportunities in the aerostructure 
supplier industry

After flying high with strong growth in the past 
decade, the commercial aircraft industry is al-
tering its trajectory. Production volumes will re-
main strong, but a lack of new programs mean 
that growth rates will decline. 

On a wing and a prayer?
Challenges and opportunities in the aerostructure supplier industry
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